B i S e e

[}
1
1
1
I

J

o’ N . " \
P Motivation and Study Techniques to help ¢, |
',--../"" you learn, remember, and pass your e 1
,I technical exams! (
! i
\ com, H
]
? eﬂ' ind s
e P P e o i i e P e P P P ! Uiitize the powsr S yout mind www.mindcert.com ¢ \
~.
1
@ IKE Phase One \ @ /
\ | S U e N N L
1
i ) ; .
$ Provides security services at the IP layer
Define the ISAKMP policy \ A framework of services
3DES " Adds security to the upper
DES \ layers in the OSI model By anew setof headers
128-bit Encryption }
i L} i M P
1932-bit| _AES \ Utilizes Security Associations (SA) | A router to router IPsec VPN .
P EEaEn \ e AL in each direction
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MD5 [}
Hash N AH
SHA 1 Authentication Header
! Both change the datagram
Parameters that are used during [} ) Esp
ISAKMP negotiation N Encapsulating Security Payload
1
(, AH
RSA-Encr. \‘ IP Protocol 51
RSA-Sig ] A
1 Step 2 LN | Provides
L otep 2] \ :
2 DH Groy; = @ DOES NOT OFFER DATA CONFIDENTIALITY Encryption
35 3
\ DA ication Header
6400 Seconds s ifetime \ Adds  new header
1
’ 4
56-bit. " ety
=220 DS, pnonption. \‘ TEErETATEE the whole existing datagram
SHA l'
=252 Hash \‘ @ Not compliant with NAT _ As NAT changes the IP Header
RSA-Sig_ authentication 1 Two Frame Formats The will break AH authentication
Defaults l\ Esp.
768-bit A e
T %—=y__DHGroup | ) P Protocol 50
[\ - I Enc
One Day LY 3 Provides
86400 Seconds ¢, | icerime \ [
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Router(config)#crypto isakmp identity {address | hostname}  configure the ISAKMP Identity method Y
1
1 } §
1P Address i @ Security Payload
Hostname |-OPtions | Step 3 \
\ O LKL LK
1P Address
Default Supports
—SCEES,_ Default
A CIsSCO uep Keeps the existing IP header and
2 IKE Phase Two ‘} encrypts the original payload
pto ipsec transform-set myset esp-des esp-mds-hmac 4 Cisco IPsec @
This would create a transform set called myset i i
: ML Define Ipsec Transform Sets Configuration |~
using ESP and DES for Encryption | !
using ESP and MD5 for Authentication Step 4 ;
You are then in crypto transform yJ
configuration mode ¢
Router(cfa-crypto-transi#mode {transport | tunnell }
. J
Sets the mode to either Transport or Tunnell Further Fd Two Protection Modes
Default is Tunnel H
Define Crypto ACL Vi
Crypto ACL is the Access Control {
List that specifies the traffic to be 1
sent over the VPN Step 5 J In IPsec, Key Exchange is provided by
- ¢ the Internet Key Exchange IKE
Would encrypt traffic with IPsec from H Lhelnternct Key Exchange ______r——
host1.1.1.1 to host 2.2.2.2 i list 199 permit ip host 1.1.1.1 host 2.2.2.2 7 IKE provides scalability for
¢ exchanging keys between IPsec
pto map mymap 10 ipsec-isakmp. ; IKE is synonymous with ISAKMP.
Confi Crypto M; ith P
The Crypto Map will use ISAKMP_  cert e pumber of 10, - ',’ No security is currently in place
e seouence umber of 10 ] g Master secret is exchanged to
Description of the CryptoMap _  escription ) L authenticate the peers ___
¢ IKE Phase One sets the secure channel
" for the dat: ti ki h
Dialer related commands giajer ! which is done in TKE Phace Tag2¢ ke Phase One negotiates IKE SAS
J
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Match crypto ACL_ o) ( et
N 1 IKE SA are agreed at Phase One  I“ "™
Commands for reverse route injection_ reverse-route Define Crypto Maps J
. . | { ‘D IKE Phase One Eliminates several Phase One steps
) e ion comman [—L
Identifies the IPsec peer .. Lypto Map I Mode | Faster but less secure ..Three way packet exchange
4
Identifies which transform set to use ¢ Typically used in Remote Access VPNs
transform-set i
] Key Exchange Two Modes
Use PES ornot ¢ feS€L Step6| J
1 IKE has two phases ;
- H Main Mode Can respond to peers that use
eUnE, et 5h parameters, socuriy-association / Calhes
¢
Crypto maps pull together various ; Uses Diffie-Hellman (DH) to create the secure channel
_parts used to set up the IPsec SAs | J IKE negotiates the IPsec SAs and generates
: the required key material for IPsec
] Transform set and all other IPsec
Entries are configured dynamically as y/ | parameters are agreed at Phase Two
the result of IPsec negotiation { ick Mode . Reinitiates to refresh the SA
uick Mode
i 3 | One Mode _-Quick Mode == 2 SR SRS
Crypto Maps are applied to the interface where the Y L2 IKE Phase Two |
traffic leaves and enters a router 1 PFS
You must apply the crypto map both ] If enabled, occurs at IKE Phase Two
the the physical and logical interface Vi
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Carries out a new DH exchange with
o each Quick Mode.
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