Companion Virus._

Spreads over the network

rk nelghborhs

Backdoor on TCP PO 7597 Remote access.
Renames notepad to note.com |

Modifies the registry |

Only3kbinsize, very simple Windows backdoor

Opens a backdoor on TCP 7777
Provides a i«

9 Tini @

Attacker just needs to telnet to

RIOMRL, _attacked host on port 7777

Network swiss army knife

2 Netcat @

TCP.or UDP
o any port -Sancreate nbound or
Fromand o

Remote control system for Windows 95, 98 or NT4._
GUl based
Remote control_

2 Donald Dick @

Provides full access 1o the file system |

File controls
Monitoring|_Functionality |
Network control
9 subSeven @
Contains an address book function to L..Client,
checkif the victim is online
serverexe Theee part

EditServer.exe . server configuration utility)|
Windows 95

Windows 98]
Mindows MEL_Currently (uns.on. yodated version of the original Back Orifice
Windows NT |
Windows xp|

Talks over TCP and UDP with strong encryption |
Clientis GULOrCLL_ clienyserver application].

Clientis 500kb.. _server code is 100kb!

Attacker has complete control over the 2 Back Orifice 2000 @

Server must be installed on the target system =

BO2K functionality can be improved with plug-ins _
Complete remote control _ gopeey

Encrypion

Provides stealth capabilities by using
ICMP rather than TCP.or UDP. FeseEER)

jdes encrpyted flov, n the GULand server_ stcpio)

One of the first remote control trojans
b

9 NetBus ©

Alsoless stealthy, 4 umes larger than BO2K/

ntains a ot of functionali

Wrapper for trojans @ Graffiti

Creates a setup program that can be

Used 1o change icons I exe fls
tany i fotng peopleoout e [2 lconlus
Wi ication for trojan delive

Skin editor for windows applications

Can change| @ Restorator @

Can totally modify the application to hide the trojan|

Simple came where you have to hit a mo
le came where you have to hitamole v
Installs NetBus In the backaround
Bosnfe s an agpllcaton that clams
to check for i
it actualh mfemmg mi(hmewlrhw  Bosniffer.
Then announces itself on IRC channel #80_ OWNED.

n and Backdoor Tools

o s e o s
™™™ Motivation and Study Techniques to help _cisc

o’ you learn, remember, and pass your 7

e technical exams! S\
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Certified Ethical
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Module 6 - Trojans and

BackDoors
'Q Trojans and Backdoors

ATrojan Horse Is

Contained within a legitimate program
An unauthorized program

3 Performs unknown functions,

That has been altered by the

Alegitimate proaram._. New code performs unknown functions

Workings on Trojans.

But has unauthorized code

Unauthorized code performs unknown
functions

 Normally have a client/server model

Atacker gains acces o the rojaned sysem
when the trojaned system goes onli

Sometimes the trojaned system notifies
the attacker when they are online

Trojan Genre

Modes of

Attacker normally has access to
Lmuitiple trojaned systems

Provide remote access of the infected
machine to the attacker

2 Remote Access T
yemete Access TORNS Yy y prevalent and often reported on by the media
Sometimes use keyloggers
2 Password Sending Trojans _ sole aim i to capture passwords and
send these to the attacker
Capiure keystrokes on the victim
_Lms_i_]K loggers..| Normally looking for passwords or
her sensitive information

o Only function is to destroy files
estructive

1 The worst sort but not really seen
Install backdoors that enable the

victim to be controlled and used for a
DoS and DDoS attack.

2 Dos Trojans
(<RSI o of newer viuses nstal ths trojan

“The trojan makes the machine a proxy
server

The machine can hen beused 0 launch
ttacks against other victi

Enables an FTP server on the victim

L Email Auachments
jon_| Physical

CEH 6 - Trojans and BackDoors.mmap - 25/06/2008 - Andrew Mason

Modes of Infection

| Browser and Software Bugs
| NetB10s File Sharing
| Freeware and Fake Applications.

A wrapper attaches a .exe application

You can attach a game or other
desirable freeware app o a trojan,
Wrappers

Two programs are wrapped into a single fle_-Both nstalled at the same time
L user only sees the desirable application

Can use wordpad
Packaging
1 ing OLE

You can make CDs autostart

COROM_| Therefore you can run malicious code
from the CDROM

Uses & covert channel o ide data n

an undetectable.
ICMP. Tunneling
1 Tunnels with ICMP.

Most commercial AV products will
o ay cachalltrojans

(e an identify and eradicate over 1000 trojans,

Windows NT4
Supports .| Windows 2000
windows XP
hows what ports are open and what
Lapplications are lstening on them
Windows CLI appli

QP ®

e
Tools -about ope

QIcvien @
| T poverful
Preview
0 Proces: Viewer @ Y bisplays detalled ine i
"\ processes running on your machine

Win L application
Jngider, Lists processes and what ports they
are listenin

File based Protection
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