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What is Enumeration?

Active connections to identify resources
Network resources
Users and groups
Applications and banners

Normally used after scanning

Attempts are logged On a secure system

Null Sessions

Holy Grail of Windows Hacking

Number one method for attackers to 
gain info on Windows boxes
Can call APIs and use Remote Procedure 
Calls to enumerate information

Take advantage of flaws in CIFS/SMB

Establish

Windows
NT
XP
2000

Gather Information

Users
Groups
Machines
Shares
Users and host SIDs

Based on
the NULL user that is allowed on 
Windows networks

Operation

NetBIOS connection TCP Port

135 TCP DCE/RPC Portmapper

137 TCP/UDP NetBIOS Name Service

138 TCP/UDP NetBIOS Datagram Service

139 TCP NetBIOS Session Service

445 TCP Microsoft-DS (CIFS/SMB)

IPC$

C:\net use \\192.168.1.1\IPC$ "" /user:""

Connect to the IPC$ share
At 192.168.1.1

Using the anonymous username and password
Shown with /user:""
Can also use /u:""

Once connected to the IPC$ share
You can then view shares on the device

C:\net view \\192.168.1.1 This will show all shares on the device

Countermeasures

Port Access
NULL sessions require access to

TCP 139

and or TCP 445

Also can do all others
135
137
138

NetBIOS Related

Block access to these ports ACL or Firewall

Disable SMB on the device Unbind WINS Client TCP from the client

Restrict Anonymous user Edit registry

HKLM\System\CCS\LSA

Add Value

RestrictAnonymous

Type RED_DWORD

Value 2

NetBIOS Enumeration

NULL session
Uses the Inter Process Communications shareIPC$$ shares are hidden

Connect using the net use command 
to the IPC$ share

Tools

net useDOS command to map to the IPC$ share

net view
Once mapped to the IPC$ share
Use net view to enumerate the 
resources on the device

nbtstat -A

Displays NetBIOS over TCP/IP protocol statistics
Provides information about what is 
available on the remote machine 
Also can provide details of who is 
logged in to the remote mahcine

DOS Command

NBT Scan
Scans IP networks for NetBIOS name information

Sends NetBIOS status queries to given IP addressesUDP 137

DumpSec

Reveals shares over a null session

Dumps permissions (DACLs) and audit 
settings (SACLs)

File System
Registry
Printers
Shares

Can dump users and groups in a NT or AD 
Domain

NetBIOS Auditing Tool (NAT)

Explores NetBIOS file sharing services 
offered by the target system

Implements a stepwise approach
To appear like a regular client

Of TCP 139 is availabletarget is declared vulnerable

Once a connection on 139 is made, 
more information is enumerated

Connections to shares are tried with 
default credentials

Enum

CLI based Win32 enumeration utility
Uses Null Sessions

Can retrieve

User lists
Share lists

Machine lists
Group memberships

LSA policy information

Brute Force attack
Simple dictionary attacks

Against single accounts

Userinfo

Windows CLI tool
Uses TCP 139

Retrieves all possible information from the 
target

Identifying Accounts

user2sid

Can retrieve a SID from the SAM
Security Accounts Manager (SAM)

Security Identifier (SID)
For a local or remote machine

user2sid is used first

sid2user

sid2user can then be used to retrieve 
the user account namesAs well as more information

GetAcct

Windows GUI Utility

Sidesteps the RestrictAnonymous=1Acquires account info on Windows NT/2000

Input a value of 1000 or more for the RIDRelative Identifier (RID)

Given by the SAM when user created
Starts at 1000

1003
Would be the third user created on the 
machine

Displays user account information

SNMP Enumeration

Simple Network Management Protocol

Manager send requests to agents
Agents send back replies

Requests and replies refer to variables 
accessible to the agent software

TrapsInforms something major has happened
Reboot

Interface failure

Used to manage network equipment 
Routers

Switches

Tools

SNMPutil

Part of Windows 2000 Resource Kit
snmputil.exe

Command line application

Can reveal details about services that are running

Share names
Share paths
usernames

domains

IP Network Browser

Interactive network discovery tool

Pings IP addressesThen uses SNMP to enumerate the information

Must have SNMP running on the target 
hostsOr tool will not work

Can scan a total networkand discover more information about it

Countermeasures

Remove SNMP agent or turn off SNMP

Change default community names
Public

Private
Restrict access inbound to SNMP 
through ACLs
Use SNMP v3 which is encrypted

DNS Zone Transfers

Windows 2000 relies on DNS SRV 
Records

For W2K domain services

Windows allows zone transfers from any serverBy default

Zone Transfers answer DNS queryResponds with a list of all DNS information

Can use a simple zone transferTo enumerate a lot of network information

Blocking DNS Zone Transfers
Easy to block under Windows 2000

Only allow specific IPs in the DNS 
property sheet

Block TCP 53 at network ingress points
TCP 53 is used for zone transfers

UDP 53 is used for DNS lookups

Active Directory Enumeration

AD uses LDAP
Lightweight Directory Access Protocol 
(LDAP)

Enumerate users and groups

Authenticate to the AD using LDAP
Connect to any AD server on TCP 389

Tools
ldp.exeWindows 2000 support tool

CountermeasuresWhen using DCPromoChoose option 2

Permissions compatible with only Win2K

Using option 1
Permission compatible with pre-Win2K

Allows the guest account to 
enumerate information


